Publication of Data

2.5 Findings

The topic of publication of data received considerable attention in TF2.

Public access to Whois by Internet users has been a feature of the domain name system since its inception.  Once limited to the information of research and technical institutions in a small and limited network, this data -- including in some cases registrant name, address, phone and email – is now accessible to a much broader spectrum of members of the public.  With this evolution have come increasing expressions of concern about the possible impact of public access on privacy and freedom of expression infringement. 

One topic the TF addressed and did not answer was the purpose of the database.  Our mandate was to balance contactability and privacy, which we have tried to do.  

Findings:

1.
WHOIS data continues to meet a wide range of needs of diverse constituencies.  Besides serving a host of technical and operational

functions for Registries and Registrars (transfers and other technical processes require the ability to access, verify and transfer WHOIS data), the data is also widely used by network operators, businesses of all kinds, law enforcement, consumer protection agencies, and diverse members of the public, including domain name registrants themselves. 

2. 
WHOIS data often includes personally identifiable data in the registrant, administrative contact and technical contact fields.  In other contexts, individuals have some ability to limit and control access to this type of data (e.g., an unlisted or ex-directory phone number).  At the same time, domain name registrants are holding themselves out to communicate with the public in a different and often more comprehensive manner than telephone subscribers, and the analogy with telephone directory data is limited.  
3.
Abuses of public access to Whois data have occurred and have impacted on registrant privacy, although the prevalence of such abuses has not been reliably documented.  In addition, there are numerous ways for individuals to have a robust presence online without placing personally identifiable data about themselves into the gTLD Whois database.   
4.
In order to maintain the balance of contactability and privacy in the current environment, a tiered access system deserves careful consideration, along with other options such as proxy registration services and the withholding of Whois data on a case-by-case basis for  individual registrants who demonstrate special circumstances (as is currently the case in some ccTLDs).  
5.
Possible Balances:

Several models of tiered access and other changes to the current privacy/contactability balance were submitted in Constituency statements.  The Registries recommended that only General Information be provided in the WHOIS (which is technical data without registrant, administrative contact or technical contact information).  The Registrars recommended a 3-tiered system with limited information in the public WHOIS (name/country of registrant, administrative contact and technical contact) and technical data; additional information at a screened-access second tier (name/address of registrant, administrative contact and technical contact) and all data displayed for technical purposes by registries and registrars.

Noncommercial Users Constituency called for publication of technical contact data in the WHOIS, but removal of all registrant and administrative contact fields. ALAC also requested removal of all personally identifying information, but asked as an alternative for notification of the domain name holder when his/her personal data was revealed.  The attention of the Task Force was also called to the example of GNR, registry operator for .name, which adopted (with ICANN approval), but has not yet implemented, a tiered access system for .name.  [Add link] 
A tiered access proposal submitted to the TF during its deliberations  called for a combination of some of the elements above: reduction of data available to the public for anonymous and unlimited access; additional but limited contact information provided to a party who can verify his/her/its identity and state a specific reason for the access to the particular domain name data; confirmation and then release of data via an automated process; immediate notification of the domain name holder by email of the release of personal data (allowing domain name holder to act for personal safety (e.g., data released to stalker) or enforce legal rights).

Other constituencies urged further explorations of other mechanisms to adjust the privacy/contactability balance, including (a) whether a system for withholding some contact data on individual registrants on a case-by-case basis due to special circumstances, already in place in some ccTLDs, could be viably extended to the gTLD environment [link to ISPC and IPC] as well as (b)  the role of CRISP and other emerging and relevant technical standards [link to BC].  
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3.5  Recommendations:

The task force believes that a system which provides different data 

> sets to different users (also known as "tiered access") may serve as a 

> useful mechanism to balance the privacy interests of registrants with 

> the ongoing need to contact those registrants by other members of the 

> Internet community.  The task force believes that such a system should 

> have the following features:

>

> 1) Technical and operational details about the domain name, along with 

> some basic contact information, should continue to be displayed to the public.  Further 

> contact details for the registrant and administrative contact would 

> only be available in one or more protected tiers.

> 2) Registrants can direct that some or all of their protected data be 

> displayed to the public.

> 3) Those seeking access to protected information should be able to 

> obtain it in a timely manner.

> 4) The credentials used to obtain access to protected information 

> should be issued in a centralized manner, rather than on a 

> registrar-by-registrar (or even registry-by-registry) basis.

> 5) The  system should be affordable, both for implementers and users.

>

> However, the task force also identified several questions that still 

> must be answered before a tiered access system can be implemented.

> Specifically:

>

> 1) What are the mechanisms available for identifying and authorizing 

> those requesting access to protected information?  Who will administer them, using what criteria?  Are those 

> mechanisms fast?  Are they affordable?  Are they online?

> 2) What contact data should be shown in the protected tier?  How will the richness of this data compare with what is now available to all Whois requesters?

> 3) Should registrants be notified when their protected data is 

> accessed other than in circumstances required by law ?

   4)  How will the costs of implementing a tiered access system be borne? 

The Task Force recommends that further work be undertaken to propose answers to these questions so that the viability and usefulness of a tiered access system can be better understood.  
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