July 5, 2004

Via  Email

ICANN WHOIS Taskforce II

Attn:
Chairman


Re:
WHOIS Taskforce II Preliminary Report 
Dear Members of Taskforce II:

I am writing to provide comments to the report issued by the WHOIS Taskforce II (“Taskforce 2”) regarding policy recommendations affecting the display and collection of WHOIS Records.  

I. Background.  

I represent  eMarkmonitor, Inc. (“Markmonitor”) and Alldomains.com, Inc. (“Alldomains”), each of which are ICANN accredited registrars.  Markmonitor and Alldomains.com offer corporate domain name registration services to the world’s largest corporations and collectively serve over 33 of the U.S. Fortune 100.   These companies provide a number of reports to its customers that incorporate WHOIS records, including the reports distributed by Lexis-Nexis through its long term relationship with Markmonitor.  

Markmonitor and Alldomains’  reports are used by their customers to protect against infringement, and by law enforcement agencies to combat illegal online activity, such as the ever growing “phishing” scams that attempt to steal the private financial information of consumers.  These reports, which typically include reverse-registrant look-ups and multi-field searching, are used by companies for many legitimate purposes such as to identify cybersquatters in preparation for UDRP proceedings, to support civil litigation and to assist companies in managing their domain name portfolios.

In general, we are concerned that the report published by Taskforce 2 may make it more difficult for service providers such as Lexis-Nexis, Markmonitor and Thomson & Thomson to continue to provide these reports.  It is important to the legal and law enforcement communities that WHOIS records be made available to service providers on an unlimited, bulk basis in order to ensure that these reports and services continue to be available in the marketplace. In order to provide meaningful reports in a timely manner, one-field or one-record queries simply do not provide sufficient access to service providers.  Bulk access licenses and unlimited access to Port 43 are needed so that service providers such as Markmonitor and Lexis-Nexis can apply their sophisticated searching methodologies to provide their customers with accurate and relevant search results.

II.
Specific Comments.

A. Proxy Registration Services.  WHOIS Task Force 2’s recommendations regarding enhancement of  the privacy protections available to registrants using these services should also include procedures by which the proxy data could be disclosed by the registrar.  Proxy services should not become a vehicle by which registrants could be protected when engaging in conduct that is unlawful or criminal.  As a result, ICANN should consider adopting specific procedures by which research on masked names can be conducted for legitimate purposes, such as to stop fraudulent “phishing” schemes or to identify persons involved in infringing or other criminal activity.

B. Tiered Access to WHOIS.   If a Tiered Access Approach is adopted, full access to WHOIS records should also be available to value added service providers such as research and investigative companies and other “white listed” companies with similar needs.  In addition, such access should be immediate and unlimited from the standpoint of number of fields searches and records searched.  No technological “road bumps” such as limitations on the number of records searched during any time period should be applicable to those with full access.  In addition, for those with full access, the information should be available in a machine readable format.    

C. Recommendations Regarding Local Law.  Taskforce 2’s recommendation regarding procedures to comply with local laws as applicable to the  WHOIS contractual obligations imposed by ICANN on registrars is a viable approach to dealing with local laws.  By adopting such procedures, ICANN would assist in the standardization of the display of WHOIS on a country by country basis.  This would enable registrars operating in that country to follow the ICANN specified procedure which, through consultation with local governmental authorities, would provide greater clarity to such registrars regarding the applicability of local laws.  

In conclusion, we encourage the TaskForce to make recommendations to ICANN recognizing the need for service providers to have unlimited and immediate access to WHOIS through Port 43 (including through any tiered access provisions) and bulk license arrangements.   In addition, any new ICANN WHOIS policies should be coupled with appropriate enforcement safeguards in the event that any registrars or other parties fail to comply with the new policies.

If you have any questions regarding the foregoing, please feel free to contact the undersigned. 

Sincerely,

Margie Milam,

General Counsel of 

EMarkmonitor, Inc.

andAlldomains.com, Inc. 

