MARKMONITOR’S WHOIS SEMINAR

I. INTRODUCTION

On February 25, 2004, MarkMonitor sponsored a web-based interactive seminar to provide information to interested persons regarding the current status of WHOIS accessibility and availability. MarkMonitor conducted this interactive session as an opportunity to identify how major corporations use WHOIS in their normal business practices.  

Approximately 65 companies participated in the MarkMonitor WHOIS Conference, and they represented diverse industries and both United States and non-US Companies.  Representatives included U.S. Fortune 1000 companies and international companies from countries such as Switzerland, Japan and France.  The topic drew the attention of general counsels, IP counsel and outside counsel, many of whom took time out of their busy schedule to participate in the discussion. Surprisingly, not only were entertainment and media companies represented, but “brick and mortar” companies such as a major Japanese automobile manufacturer, a Swiss insurance conglomerate, a global fruit processing company and an international pharmaceutical company.  

As part of the  MarkMonitor WHOIS Conference, we conducted a short survey.   We have summarized below the results of the polling on the questions presented and hope that it will add a unique perspective to the individuals charged with adapting WHOIS policy to serve the different interests affected.

II. Summary of Key Findings

Approximately 60% of the participants were aware of the debate within ICANN regarding the accuracy and availability of WHOIS. Notwithstanding this awareness, the participants were compelled to participate in the MarkMonitor WHOIS Conference to learn more about the debate and how it could affect their business in the future.   

We learned that WHOIS records are used by the participants for many reasons, but most importantly, for protection of their intellectual property (65.9%) and for domain consolidation purposes (29.3%).  Very few used WHOIS for marketing related purposes (2.4%).    

Our polling indicated that a significant percentage of participants (75%)  used WHOIS records to support a UDRP proceeding or other legal procedure related to protecting their brands. An overwhelming number of respondents (97.6%) indicated that their ability to protect their Company’s brands from infringement would be hampered if WHOIS records were not freely available.   Indeed, (94.6%) responded that WHOIS records should continue to be available in the current format.  It is clear from these responses that the marketplace has come to rely heavily on WHOIS in its current format and that any policy changes should be narrowly tailored to address specific concerns such as privacy of individuals, rather than an overhaul of the present WHOIS system.    

With respect to concerns of accuracy, an overwhelming number, (78.3%) had experienced problems identifying domain name owners because of false or misleading information. As a result of these problems, it is apparent from the responses that registrars are viewed as not doing enough to solve the problem of WHOIS accuracy.  

Significantly, 97.3% of the respondents indicated that they would support legislation requiring registrars to actively validate the accuracy of their WHOIS information.   More significantly, however, 100% of the respondents support greater enforcement of ICANN policies against registrars regarding WHOIS accuracy and accessibility.  These answers clearly support the need for additional policy or legislative initiatives targeted at encouraging registrars to make WHOIS records available and to be held accountable for their failures to comply with ICANN policy.

III. RESULTS OF POLLING

Our questions were simple and straight-forward:

Are you aware of the debate going on within ICANN regarding the accuracy and availability of Whois information?      

Yes
26 
61.90%            

No
16 
38.10%            

How do you use Whois Ownership Data:             

For intellectual property enforcement 


27
65.90%         

For marketing purposes (other than to generate spam)
1 
2.40% 

For domain consolidation purposes 



12 
29.30%         

To facilitate spam prevention           



1 
2.40% 

For competitive Intelligence           



0 
0.00% 

Have you ever had problems identifying domain name owners because of false or misleading Whois data?     

Yes 
36 
78.30%             

No
10 
21.70%                         

Should Whois records continue to be freely available to the public in the current format?    

Yes 
35 
94.60%             

No 
2
5.40%             

Do you support greater enforcement of ICANN policies against registrars regarding Whois accuracy and accessibility?     

Yes
45
100.00%             

No
0 
0.00%             

Have you ever needed to access WHOIS records to support a Uniform Dispute Resolution Procedure or other legal procedure to protect your brand or trademark? 

Yes 
30 
75.00%             

No 
10 
25.00%            

If WHOIS records were not freely available, would your ability to protect your company’s brands from infringement be hampered?    

Yes 
41
97.60%            

No 
1 
2.40%            

Would you support legislation requiring registrars to actively validate the accuracy of their Whois Information?    

Yes 
36 
97.30%            

No 
1 
2.70%       

IV. CLOSING REMARKS

MarkMonitor closed the conference with questions from the audience.   Interestingly, the questions focused almost exclusively on how to deal with immediate problems of obtaining registrar support when (i) they are unable to identify a registrant (through anonymous or proxy registrations), (ii) a registrar refuses to update or cancel a WHOIS record after notification of an erroneous record, or (iii) when they need to update their own WHOIS records for the names that they manage.     Clearly, part of the solution to the WHOIS problem lies with better oversight by ICANN of its policies involving registrars.  Finally, none of the participants questioned the validity of the privacy interests affected by this issue. 

The results of the MarkMonitor WHOIS Conference are enlightening for a number of reasons.  WHOIS continues to be an important tool that is relied on by business of all types worldwide to protect their rights, including enforcement of ICANN’s Uniform Dispute Resolution Policy.  It is also apparent that the level of frustration among businesses with WHOIS related problems is significant and growing rapidly, which we believe explains the growing legislative and corporate support for legislative action in the US and in other countries to require stricter validation of registrant contact data and potentially even civil and criminal penalties failure to do so.  Furthermore, it is MarkMonitor’s perception that these same entities accept and support an individual’s right to privacy, and see anonymous registration as a legitimate means to accomplish this.   

The protection of intellectual property, the protection of individuals and companies against the growing epidemic of identity theft and cyber-scams, and the protection of individual’s right to privacy are all legitimate interests.     We can and must accommodate all of these in a balanced manner, or we risk losing our ability or even our charter to do so.    We are running out of time, as governments and the larger corporate world have lost patience, and clearly some are pushing to gain authority to resolve these questions outside of ICANN.

MarkMonitor recommends that ICANN adopt policies that reflect these legitimate interests in a balanced manner.   We support anonymous registration.   We support ICANN’s current policies with respect to WhoIs accuracy and distribution, and indeed recommend strengthening enforcement and penalties for non-compliance.   It is MarkMonitor’s perception that this is the balance that key government legislatures and corporations are coming to.   MarkMonitor recommends that ICANN policy reflect this emerging consensus.

