Comparison of Whois Task Force 1 and 2 reports recommendations regarding tiered access and notification of data access to registrants.

Tiered Access
Both Whois Task Forces have recommendations regarding differentiated access to the Whois database. The recommendations raise a number of distinct and not always compatible issues. These issues range from the technical questions of how to restrict information available at each “tier”, and how to technically manage access; to the social and operational questions of who has access to each tier and what information is included in each tier.

In TF 1 these issues are addressed in three ways: 

1) A discussion about the value of Whois data and a finding that the less valuable the data, the less likely it is to be “data-mined” for marketing or other purposes. (Section C1-2)

TF 1 members concluded that tiered or differentiated access to various elements in the Whois data collection set would have a significant impact on the automated and purposeful data-mining that currently takes place. If data deemed “sensitive”, including domain registrant name, street address, and personal contact information were reserved for limited access, the remaining data would be less useful for marketing purposes, and therefore less likely to be “mined”. 

It was recognized that even such a sparsely populated database would still be valuable on some level, and therefore protections to registrars and registries for the resource drain of Port 43 access might still warrant additional limits on automated access.

Recognizing that it wasn’t directly in their DOW, the TF included a footnote with a recommendation of how to distinguish data for differentiation based on “sensitivity” of the data. (footnote 7)
2) A discussion of methods for allowing differentiated access. (Section C8)
For automated access to the full range of Whois information, TF 1 proposed a White List of pre authenticated  users. The List would be managed by a central authority (not a Registrar or Registry), and provided to Registrars and Registries to verify that the requestor had been pre-approved for access.
Unanswered issues include: (a) who would operate this White List, (b) what would be the criteria for being on this White List, (c) whether it was actually feasible to implement; (d) secondary use of access, and (e) a process for dealing with abuses. 
Alternatively, Individual Use access would approve specific individual uses of sensitive Whois data rather than giving blanket approvals to user entities.  Each time a requestor wanted to gain access to Whois information it would submit an automated request to the Whois Provider. The Requestor would identify itself to the Whois Provider and also identify the specific purpose for which the data was requested (i.e., suspected trademark infringement, a desire to contact the domain name holder for sale of the name, suspected consumer fraud, etc.). This option would give all Internet users the same rights to access sensitive Whois data, but would require them to authenticate their identification. It would also require the creation of a "list of approved purposes" as described above.

3) A discussion of technical considerations (Section C10)
TF 1 recognizes that the existing Whois data does not allow for the easy distinction of “sensitive” and “non-sensitive” data, or any other differentiation of data. They recommend the adoption of the IRIS protocol currently being developed through the CRISP IETF working group. This protocol is designed to technically accommodate the differentiation of data envisioned in their recommendations.
In TF 2 these issues are addressed in similar fashion, but from a different perspective:

1) A discussion of the means of balancing contactability vs. privacy considerations (Section 2.5 Possible Balances)
A tiered access proposal submitted to the Task Force during its deliberations called for a combination of some of the elements above: reduction of data available to the public for anonymous and unlimited access; additional but limited contact information provided to a party who can verify his/her/its identity and state a specific reason for the access to the particular domain name data; confirmation and then release of data via an automated process; immediate notification of the domain name holder by email of the release of personal data (allowing domain name holder to act for personal safety (e.g., data released to stalker) or enforce legal rights). Finally, registrars would be provided with access to the full data for technical co-ordination purposes, such as fulfilling inter-registrar transfer requests.

2) A discussion of the principles involved in the publishing of Whois data (Section 3.5)
a) Technical and operational details about the domain name should continue to be displayed to the public on anonymous basis.  Providing some basic contact information (possibly limited to the name and country for both the registrant and administrative contact) may also be appropriate in the interest of balancing contactibility and privacy concerns for publicly available information.  Further contact details for the registrant and administrative contact would only be available in one or more protected tiers.

b) Registrants should have the option to direct that some or all of their protected data be displayed to the public.

c) Those meeting the requirements and identifying a legitimate use to access protected information should be able to obtain it in a timely manner.

d) Those seeking access to protected information should identify themselves in a verifiable manner.  Once identified, the user would be issued a portable credential, rather than needing to verify their identity on a registrar-by-registrar (or even registry-by-registry) basis.

e) The system should be affordable, both for implementers and users.

f) Registrars and registries should continue to have full access to the WHOIS data for technical and operational purposes.

3) A discussion of possible implementation difficulties (Section 3.5)
a) What process of notification to registrants, if any, should take place when their protected data is accessed other than in circumstances required by law or contract (e.g. the provision of contact to UDRP providers during a UDRP dispute, or to another registrar during a transfer)?

b) What contact data should be shown in the protected tier?  How will the data compare with what is now available?  How will the accuracy compare with what is now available?

c) What are the mechanisms available for identifying and authorizing those requesting access to protected information?  Are those mechanisms fast?  Are they affordable?  Are they online?  Who will administer them, using what criteria?

d) How will the costs of implementing a tiered access system be borne?

e) Will existing technology standards (such as CRISP) would support such a system?  If so, how?

Both Task Forces also explored the question of the rights of the registrant to be notified when their data is accessed.

TF 1 explored the connection between the identification of the requestor of data and notification to the registrant (Section C4)
To the extent that data deemed to be sensitive by the Internet community (“Sensitive Data”) is recommended to be publicly disclosed by Whois TF 2, then at a minimum, the requestor of Whois information ("Requestor") should be required to identify itself to the Whois Provider (i.e., the Registrar or the Registry [in the case of thick registries]) along with the reasons for which it seeks the data.  Representatives from the Noncommercial, ALAC, Registrar and Registries Constituencies believe that such information should be made available to the Registrant whose Whois information is sought, 
 whereas representatives of the from the Intellectual Property, Commercial and Business Users Constituency and Internet Service Providers disagree with the requirement that notice be provided to the registrant.  They believe that an acceptable alternative to the notice requirement could be to require the preservation of some form of audit trail so that in the rare case in which Whois access were abused, it could be established who had made the request..  The group recognizes, however, that an exception may need to be granted for certain law enforcement investigations (including civil investigations), who may need the information without having to provide the reasons to the Registrant.
  
TF 2 explored this issue in their discussion of possible implementation difficulties (see above).
Both TFs also had members who emphasized the need for some instances of access to data without notification to the registrant:

TF 1: (see above paragraph)

TF 2: (Section 2.5 Possible Balances)

Noncommercial Users Constituency called for publication of technical contact data in the WHOIS, but removal of all registrant and administrative contact fields. ALAC also requested removal of all personally identifying information, but asked as an alternative for notification of the domain name holder when his/her personal data was revealed. On the other hand, the ISPCP raised the concern that notification of the domain name holder when his/her personal data was revealed would be in conflict with ISPs’ legally mandated responsibilities in assisting law enforcement personnel would compromise ISP security and network protection efforts and would otherwise not be a viable aspect of any possible tiered system. The attention of the Task Force was also called to the example of GNR, registry operator for .name, which adopted (with ICANN approval), but has not yet implemented, a tiered access system for Whois in .name.

� Registrants who do business with the public, for example, may wish to publish their contact information so that consumers have confidence in who they are dealing with.  Also, digital certificate providers typically use Whois data to issue digital certificates, so they may require registrants to publish a complete set of data as a condition for issuing a certificate.


� It is also desirable for these credentials be honored by all registries and registrars. However, the Task Force does not intend for this to imply that a single, centralized credentialing authority should be used.  Rather, credentials would meet a commonly agreed upon set of criteria, and be issued according to well defined standards; in turn, these credentials would be honored by all registries and registrars.


�   The Registrar representative to the Task Force stated that if registrants are to be notified that their WHOIS information was sought, that this communication be done only by the sponsoring registrar of that particular registrant.


�   The Task Force seeks comment on the breadth of this exception and who would qualify for this purpose.   


� The proposed .name approach to WHOIS is memorialized in Appendix O to their Registry Agreement with ICANN at � HYPERLINK "http://www.icann.org/tlds/agreements/name/registry-agmt-appo-8aug03.htm" ��http://www.icann.org/tlds/agreements/name/registry-agmt-appo-8aug03.htm�





