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Introduction

The ISPCP Constituency herein provides input to the three Whois Task Forces as required by ICANN by-laws.  The ISPCP stresses the need for balanced policy that takes into consideration the interests of all stakeholders, and allows for the effective enforcement of civil and criminal laws while protecting registrant information from marketing or other illegitimate/illegal uses.  This goal is the underlying theme running throughout the comments below.  It is also consistent with commonly accepted tenets of privacy protections and laws throughout the world.
ISPCP Uses of Whois Data 

1. to research and verify domain registrants that could vicariously cause liability for ISPs because of illegal, deceptive or infringing content. 
2. to prevent or detect sources of security attacks of their networks and servers

3. to identify sources of consumer fraud, spam and denial of service attacks and incidents

4. to effectuate UDRP proceedings
5. to support technical operations of ISPs or network administrators

Terms of Reference for Whois Task Forces
WHOIS Task Force 1 

--Focused on restricting access to WHOIS data for marketing purposes

--Seeks to determine what contractual changes (if any) are needed to protect domain name holder data from data miners.

--What technological means are available to accommodate these possible contractual changes while simultaneously ensuring law enforcement, intellectual property, ISPs, and consumers continue to retrieve information necessary to perform their respective tasks

WHOIS Task Force 2

--Focused on reviewing WHOIS data collected and displayed to ensure accurate identification of registrants.

--Seeks to determine the best manner in which to inform registrants of what information is made publicly available when domain names are registered and options for restricting access

--Contemplates the ability of registrants to remove/shield certain parts of required contact information from anonymous, public access

--Furthering this is the need to determine what information may be removed, by whom, and what contractual changes are required to enable this. 

WHOIS Task Force 3

--Focused on developing mechanisms to improve the quality of contact data that must be collected at the time of registration in accordance with the registrar accreditation agreement and the relevant registry agreement

--Related issues:

· Verification of data at time of registration

· Ongoing maintenance of data during registration period

· Protecting against deliberate submission of false information

ISPCP Position

Task Force 1 – Restricting Access to Whois Data

The ISPCP Constituency is in strong favor of limiting access to Whois data in respect of privacy concerns and does not see any legitimate purpose for access to bulk data for marketing purposes.  ISPCP members spend tremendous resources to combat spam delivered through their networks and to their subscribers.  Even minimal use of Whois data for marketing should be prohibited and further steps should be taken to enforce current policy limiting such use.  However, the ISPCP opposes the notion that Whois data is not intended for enforcement purposes and that private parties do not have legitimate need for ready and efficient access to the data.   

The ISPCP Constituency proposes that in light of forgoing interests:
· In light of small and regional ISPs’ reliance on Port 43 access, the ISPCP Constituency believes its use ought to be preserved at this time. However, its use should be strictly limited by non-technical means such as rate limiting.  In the long term, we strongly discourage its continued use.  
· A general agreement would be useful on the types of uses that are legitimate and should be continued.
· Any proposed solution should include such legitimate access, including Web based queries and be scalable.

· ICANN staff should undertake development of a uniform access policy that is enforced – in addition, compliance procedures for such a policy should be implemented.  
· The ISPCP rejects the notion that the purpose of Whois data is not intended for tracking registrants that are in the business violating laws or deceiving end users and thus, should not be used for any purpose beyond technical reasons.

Task Force 2- Review of Data Collected and Displayed
The ISPCP Constituency is aware of the real and legitimate privacy concerns over the amount and type of data collected and displayed in Whois data.  Registrants should be provided with a limited list of needs for which their data may be used, so as to help prevent the possibility of inadequate notice. The ISPCP further notes that for a very small fraction of registrants with legitimate political and free speech concerns, there should continue to be processes in place for proxy registrations where their data will be kept private and provided only upon a limited set of circumstances.  

There have been many assertions that the current display of Whois data is not legal or proper under the laws of some regions, namely the EU.  However, of the EU member states’ ccTLD operators who submitted Task Force 2 responses, all have indicated that they work closely with their respective country’s data protection authorities and are in full compliance with their respective privacy laws.  

Privacy concerns can further be alleviated by providing proper and adequate notice to all registrants, in a format that is conspicuous and highlights the disclosures within the registrant contract.  In many regions it is a common legal requirement that data only be used for the purpose it was originally collected.  By itemizing the legitimate needs for which one’s data may be used, this requirement can be met.  
The ISPCP Constituency proposes:
· That all elements continue to be collected and displayed, for those authorized to obtain access.
· That adequate and full disclosure must be provided regarding the uses of data, at the point of registration, and such requirement should be enforced.

· Anonymous gTLD registrations continue to be made allowed for individuals through current processes.  
· The ISPCP supports the concept of tiered access as a principle, but is concerned with cost, enforcement and other practical implementation issues that must be clearly set forth prior to the implementation of such mechanism.  The ISPCP will reserve final assessment on this principle until such time that a clearly defined and viable method is proposed.

Task Force 3 – Improving Accuracy of Collected Data

Finally, the ISPCP Constituency is quite concerned about the abundance of inaccurate and incomplete data.  Such deficiencies significantly hinder ISPs’ ability to identify and contact registrants.    Thus, ISPs support ready access to accurate Whois data to facilitate resolution of network problems, sourcing of spam.  Further, ready access to accurate data is necessary for the securing our networks and enforcing our acceptable use policies. 
Because of the heavy reliance by ISPs on registrants’ data to facilitate future contact with the registrant for business issues, security and stability issues, intellectual property infringement and a myriad of other legal issues, accuracy is of the utmost importance.  

While automated verification software does exist, its accuracy and therefore its reliability on a global scale is suspect.  Registrars should take a multiple steps to ensure that the data they receive is accurate, and there should be some enforcement mechanism to ensure registrars’ compliance.  In addition, it would be useful for registrars to have a list of best practices that further help verify data and produce an accurate database.   
The ISPCP Constituency proposes:
· The creation of a best practices document aimed to improve data verification, with the prospect of a global application.

· Registrars take increased and more uniform measures to verify accurate data.  The ISPCP does not advocate removing all flexibility from current or future registrar practices, but some uniformity and compliance with best practices will net a more accurate database.  

· ICANN staff should undertake a review of the current registrar contractual terms and determine whether they are adequate or need to be changed in order to encompass improved data accuracy standards and verification practices.
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