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Whois Task Force 2 Preliminary Report Comments

June 10, 2004
· Rebelljb (no actual name or affiliation given): 

· Believes it is a good idea to limit access to sensitive data.  Only technical contact data should be accessible.  Sensitive information, access to which should be restricted or perhaps prohibited, includes the website operator’s name, postal address, and telephone number.  

· Disadvantages to revealing sensitive data should be included in the report, such as facilitating spam, criminal acts against website operators, or political repression.  Many NGOs operate websites in politically repressive regimes and do not wish to disclose sensitive contact information.  If such information is listed, ICANN should limit access to it.

· ICANN should have a policy notifying registrants when their contact information has been accessed.

· ICANN should not have a policy of penalizing registrants for providing false contact information in order to protect individual privacy.

June 15, 2004
· World Privacy Forum:

· Agrees with recommendations regarding notice and consent but doesn’t believe they go far enough.  Recommends that registrant notification of elements published in the Whois database be made in a window separate from and in addition to the regular registration agreement.

· Believes that specific and timely notification should be given to registrants each time their information is accessed, including name and access of entity that accessed the information and the reason for accessing the information.

· Recommends all registrants be able to get a list of which entities have accessed their Whois information.  This would not be unduly burdensome if access were limited and a log were kept of all access to that information.

· Registrants have had problems with stalking and identity theft after giving accurate Whois information.  In addition, individuals committing fraud and other crimes regularly give false Whois information.  Task Force 2 recommendations should address this problem: strict controls on publication of personal information should be put in place to prevent victimization of registrants.

· Supports tiered access.

· Registrants should never be opted-in, by registrars, to having Whois information put in the public database.  

· Agrees that Whois user authentication is a positive step.  

· Strongly opposes a portable credential for essentially bulk access.  Access should be on a registrar-by-registrar basis.

· Registrars should have limited access to Whois data, treating it as private customer information, and handled with the proper safeguards.

· The Task Force should clearly identify what information a registrar may access.

· Urges the Task Force to do the difficult work of clearly defining the purpose of the Whois database, which is a core issue for any Whois policy development.

· Strongly urges the Task Force to fully document the systematic abuses of Whois data, and quantify their type and frequency of occurrence. 
June 16, 2004
· International Trademark Alliance (“INTA”) Whois Subcommittee:

· Agrees that proxy registrations need further study, specifically how, and under what circumstances the actual registrant’s (licensee’s) information is revealed.

· Strongly recommends further study before ICANN allows variance from Whois requirements based on claims of incompatibility with local law.

· Questions whether accuracy of data would improve if access to sensitive data were limited under a tiered access system.

· Recommends ICANN look into implementing a “Universal ID” element for registrants, across all registries, to allow easy identification of all domain names owned by a particular registrant.

· Recommends keeping registrant telephone number as an important, and necessary, data element.

· Providing notice to a registrant each time data is accessed would be problematic for a number of reasons:

· Would be an unprecedented feature of a public database, not replicated in the trademark registry or in a telephone number database.

· Would have detrimental effects on enforcement by alerting cybersquatters who then may transfer the questionable domain name to a third party.

· Whois is used to research targets of acquisition.  Alerting them beforehand may unfavorably alter negotiations.

· Notification could be easily circumvented by proxy requestors.

June 17, 2004
· Canadian Internet Policy and Public Interest Clinic (“CIPPIC”):

· Agrees that registries and registrars should not be forced to violate local laws to comply with Whois requirements.  ICANN requirements should only apply to the extent they do not conflict with local privacy or telecommunications laws.

· Agrees that disclosure of Whois data should be voluntary, and that registrars should obtain consent via specific notification, separate from the registration agreement.  In addition, consent to publication should be on an opt-in basis.

· Registrant personal information should, generally, only be available to the registry or registrar, for technical purposes.

· Registrars should have more conspicuous notice to registrants regarding privacy policy and the collection, use, and disclosure of registrants’ personally identifiable information, and ensure that registrants have read the policy and understood how their information will be collected, used, and disclosed.

· Registrars should designate an agent registrants may contact if they have questions regarding their personal privacy.

· Opposes the creation of a White List in any form.  It would create an enormous administrative and technical burden, as potentially thousands of organization could gain access through the White List.  Creating workable criteria would be nearly impossible, and extremely difficult to ensure organizations are limiting their use of Whois for proper purposes.

· Law enforcement should have sufficient powers to obtain information through due process procedures.  Likewise IP owners should get access through the court system, or other legal due process.  

· Cites the Non-commercial Users Constituency (“NCUC”) for the proposition that public availability of Whois information has led to abuse by IP attorneys who send letters threatening litigation.  Third parties should not be granted access to information based on allegations of wrongdoing.

June 18, 2004
· Motion Picture Association: 
· Believes continued public availability of real-time, extensive Whois data is crucial for online enforcement, though it would consider a tiered access system if the benefits of the current system could be preserved.  
· A number of questions must be answered before any system can be implemented: 
· What are the requirements for gaining access and who would make those determinations?

· Would users have to qualify on a request-by-request basis or with a central authority?

· What data elements would be available in the top tier, more than is currently available? 
· Who will pay for such a system, ICANN, the registrars?  
· Notifying registrants that requestors have queried their data will have a detrimental effect on enforcement.  Additional questions remain with respect to this aspect of the proposed tiered access system: when would a whois user be required to divulge his or her identity? Always?  Sometimes?

June 24, 2004
· American Society of Composers, Authors and Publishers (“ASCAP”): 

· ASCAP relies on Whois data to identify those behind websites publicly performing ASCAP member compositions without a license.  

· A publicly accessible and accurate Whois database allows ASCAP to contact website operators, negotiate license agreements, and fairly distribute those royalties to the owners of the copyrighted material.

· ASCAP members also have a general need for transparency on the Internet.  Many members are recording artists whose work is pirated online.  Others are consumers and parents who want to ensure that websites are not fraudulent and are appropriate for their children.  For all of these purposes, accurate and publicly available Whois data is essential.

· A uniform mandatory policy should be in place to ensure compliance with Whois requirements, particularly those related to domain name owner contact information.
June 28, 2004
· Copyright Coalition on Domain Names (“CCDN”):

· Does not believe a persuasive case has been made for the harm that a tiered access system seeks to address: Whois does not appear to be a source of spam, and users can always register a domain name through a proxy registration service.

· Tiered access should only be considered if it preserves the benefits of the current system.  To that end, a number of questions remain:

· What qualifications must a user meet to gain access to the top tier?

· Who would determine whether those qualifications have been met?

· How would such a system scale across all accredited registrars?

· Who would pay for the system?

· What data would be available in the top tier?  At least as much as is available now?  More?

· Does not support the “Individual Use” approach due to the unacceptable costs and delays such a system would impose on legitimate users.

· Questions remain on the proposal regarding Whois requestor identification:

· When would a Whois requestor’s identity be disclosed to a registrant?  A system that always discloses identity would be disastrous for enforcement purposes.

· Would it be disclosed in real-time?  Any delay is unacceptable, especially in the on-line environment where speed is essential.

· CCDN supports the concept of further exploration of a tiered access system in order to answer the questions outlined above.

· Supports the recommendation to strengthen compliance with the registrant notice and consent elements of the Registrar Accreditation Agreement (“RAA”); the recommendation to issue best practices for registrars on notification and consent; and the recommendation to issue a reminder to registrars on the importance of this requirement.

· Supports further study of proxy registration systems, specifically looking at the number of users making use of the system, and whether and how registrars collect and verify contact data disclosed pursuant to the RAA.

· Supports the creation of a mechanism to address the situation where registrars claim that local law prohibits them from complying with ICANN requirements, such as displaying Whois data.  Such mechanism should include the following elements:

· Registrar should promptly contact ICANN when it believe it cannot legally comply with its obligations;

· Registrar, ICANN, and local officials should work together to resolve the problem creating the impediment to full RAA compliance;

· If the conflict is legitimate, ICANN should require the registrar to tag the relevant data, notifying Whois users, and directing them to alternate sources of the information.

· ICANN should publish a public notice stating its decision not to enforce compliance with Whois requirements and its reasons for doing so.

June 29, 2004

· Tom Cross:
· Identical to June 23 posting to Task Force 1 List, noted above.
· Tom Cross:

· Identical to June 29 posting to Task Force 1 List, noted above.

July 1, 2004
· Viacom Inc.
· Relies on prompt, accurate, and publicly available Whois information for online copyright and trademark enforcement, as well as for domain name portfolio management.  Needs access to full Whois data including registrant and administrative contact data, and creation, expiration, and last modification dates of domain names.

· Believes maintenance of the current Whois system is crucial to ensuring accountability of registrants, users, and intellectual property holders.

· Believes there are other mechanisms for protecting privacy other than a tiered access system.

· Would consider a tiered access system if the benefits of the current system could be ensured, specifically prompt access to registrant and other contact information as well as the registration and expiration dates for domain names. 

· A number of questions need to be answered before such a system could be implemented:

· What information would be available in the top tier?  How is it different from the current system?

· What qualifications must a user have to gain access to the top tier?  Who determines whether those qualifications have been met?  ICANN?  Registrars?

· Would access be granted through a centralized authority or on a registrar-by-registrar basis?

· How long would it take to become qualified?

· Who pays for such a system?

· The Viacom companies are concerned with proposals mandating Whois requestors be identified to registrants.  Such disclosure could be detrimental to online enforcement activities.  Open questions include what information would be disclosed to the registrant and when and whether such information is verified.

· Any new Whois system must not impose any significant obstacles in cost, time, inconvenience, or insecurity, to timely and anonymous access to at least the range of data available under the current Whois system.

· Supports the recommendation to further examine proxy registration services, which, if properly implemented, could provide a viable system for registrants seeking to achieve better privacy protection.

July 2, 2004
· American Intellectual Property Law Association (“AIPLA”):

· Believes Whois data should be freely and immediately available to the public, with only limited restrictions on use.

· Tiered access proposals will change the status quo (which has existed for years) and will negatively impact the enforcement of intellectual property rights, by making that enforcement much more costly, and less effective.

· Troubled by the proposal to require Whois requestors to identify themselves to registrants, as it would undermine the effective enforcement of IP rights online.  

· AIPLA does not support a tiered access system.  Such a system improperly tilts the balance of interests in a manner that is inconsistent with the long term stability and commercial viability of the Internet.

· If ICANN proceeds with a tiered access system, substantial questions remain, requiring further study:

· What are the criteria for gaining access to the top tier?

· Who determines whether those criteria have been met?

· How much will the system cost and who will bear it?

· Would requestors have to authenticate with each registrar or with a central authority?

· When would a Whois requestor’s identity be disclosed to a registrant?  Would such disclosure be made to all registrants?  Just to individuals?

· If registrants become aware that their data has been queried, will ICANN prohibit that registrant from transferring its domain name to avoid a UDRP complaint?  If a domain name were transferred in such a situation, would ICANN adopt policies to ensure that the domain name is transferred to a rightful owner? 

· What data would be made available in the top tier?  Would it be at least as much as is currently available to all Whois users?

· AIPLA does not believe that Whois is a source of spam, and that privacy concerns, while valid, are outweighed by the legitimate concerns of IP owners.  ICANN should think twice before implementing a system that will undermine IP rights, facilitate criminal activity, and weaken the Internet as a reliable medium for online commerce.

· eBay, Inc.
· eBay makes use of the Whois database on a regular basis to combat fraud and online misconduct in connection with the eBay site and the PayPal online money transmitter.

· eBay also uses Whois for trademark enforcement and general domain name portfolio management.

· As one of the Internet’s most trusted sites, eBay takes privacy seriously, and strongly believes that the Whois database enhances user’s privacy by allowing prompt access to information that can aid in preventing fraudulent online activity, specifically “phishing” attacks which target user’s personal financial information.

· eBay has strong concerns about a “tiered access” system.  Any change to the current system that delays the ability of legitimate users to access information, including registrant contact information, raises serious concerns.  eBay would be troubled by a system that automatically notified registrants each time their data was accessed, as it would unnecessarily complicate investigations of the most serious online fraud and misconduct.

· A number of questions remain if ICANN is going to proceed with looking at a tiered access system:

· What are the criteria for gaining access to the top tier?

· How would businesses like eBay gain access to the top tier?

· Who would determine whether a requestor has met those criteria?

· How would the system be implemented across all registrars?  

· Would each registrar determine who could get access to the top tier?

· Would each request have to be documented, along with the purpose of the request?

· Who would pay for such a system?

· What data elements would be in the top tier? Which in the public tier?

· Would as much data be in the top tier as is currently available?  Would more be available?

· Under what circumstances would a Whois requestor’s identity be disclosed to a registrant?  When would it take place, and how would it be done?

· How would this affect third party research and investigative firms?  Would it destroy their businesses?  Would they be able to aggregate and analyze Whois data, thus adding value?  If so, how would this increase the cost of such services to companies like eBay?

· eBay encourages ICANN to strongly consider whether drastic changes to the current system will really result in real improvements to the privacy and online safety of Internet users.

· Time, Inc.: 

· Generally, Time uses real-time and publicly available robust Whois information to enforce its trademarks, and manage its portfolio of roughly 3,000 domain names.

· Time supports the current Whois system, and raises concerns over the proposal to identify Whois requestors to registrants.  Such a system would greatly impede online IP enforcement.  

· Time does not believe a persuasive case has been made that the current Whois system needs to be changed.  However, if ICANN proceeds with examining a tiered access system, such a system must preserve the benefits of the current Whois system, as well as address a number of outstanding questions:

· What are the criteria for accessing information users currently get today?

· Who determines if those criteria are met?

· Do criteria have to be demonstrated for each search, or could a portable credential be developed that could be used for a set amount of time?

· What data would be available in the top tier?  For enforcement purposes, Time needs as much information as is currently available.

· Would a requestor’s identity have to be disclosed to a registrant?

· What are the costs and who would pay?

· Would the result be delayed access in situations where time is of the essence?

· Would third party services still remain viable?

· Time supports further exploration of the concept of tiered access, in order to answer the questions outlined above.

· Home Box Office, Inc. (“HBO”):

· Generally, HBO uses real-time and publicly available robust Whois information to enforce its trademarks, and manage its portfolio of roughly 700 domain names.

· HBO raises concerns over the proposal to identify Whois requestors to registrants.  Such a system would greatly impede online IP enforcement.  

· HBO does not believe a persuasive case has been made that the current Whois system needs to be changed.  However, if ICANN proceeds with examining a tiered access system, such a system must preserve the benefits of the current Whois system, as well as address a number of outstanding questions:

· What are the criteria for accessing information users currently get today?

· Who determines if those criteria are met?

· Do criteria have to be demonstrated for each search, or could a portable credential be developed that could be used for a set amount of time?

· What data would be available in the top tier?  For enforcement purposes, HBO needs as much information as is currently available.

· Would a requestor’s identity have to be disclosed to a registrant?

· What are the costs and who would pay?

· Would the result be delayed access in situations where time is of the essence?

· Would third party services still remain viable?

· HBO supports further exploration of the concept of tiered access, in order to answer the questions outlined above.

July 5, 2004
· Jisuk Woo, Assistant Professor, Graduate School of Public Administration, Seoul National University:

· Supports recommendation for creation of a mechanism to address conflicts between Whois requirements and national privacy law.

· Supports recommendation to give more conspicuous notice to registrants regarding uses of Whois data at the time of registration.  Recommends that registrants be allowed not to give consent.  Registrants should be notified of the types of uses of data collected, and alternatives they may have to giving out the data. To this end, some kind of education and/or outreach program should be devised.

· Concerned about tiered access.  Individual’s informed consent may not mean the same thing in one culture as it does in another.  Registrants in some parts of the world may not have the knowledge and understanding necessary for consent to be meaningful.

· A portable credential poses a problem, and can be abused.  Access should only be granted on an individual use-by-use basis.  This is especially so for IP attorneys who should not get easier, or blanket access, but be required to identify themselves and the purposes for which they are requesting information, each time they request it.

· A mechanism should be devised to notify registrants before information is released so that registrants can pursue self-protecting measures.

· PeaceNet Korea:

· Recommends striking the “proxy registration” clause of the RAA (3.7.7.3) because its vague terms, such as harm and wrongful use, could lead to misinterpretation or misunderstanding.

· Supports recommendation to create a process to resolve conflicts between RAA obligations and local law.

· Supports further study of proxy registration services, in the direction of ensuring more privacy protection and anonymous free speech. [Note, it is unclear how this reconciles with the first comment noted above].
· Supports tiered access, though on an opt-in basis for registrants.  The default should be that no protected data be disclosed.

· It should be made clearer what the legitimate uses for Whois data would be.

· Requiring voice telephone number for administrative and technical contact may be discriminatory in countries with poor communications infrastructure but where there is Internet availability in cafes or community centers.

· Strongly opposes imposition of a false whois data penalty.

· Strongly opposes greater emphasis on uniform Whois policies as they do not take local laws into consideration.

· Strongly opposes creation of a universal registrant ID as it is privacy invasive.

· Software Information & Industry Association (“SIIA”):

· Does not believe the current Whois system needs to be changed.

· Would be supportive of tiered access provided it preserves the benefits of the current system.  In addition, before any system is implemented, a number of questions must be addressed:

· What are the qualifications for gaining access to the top tier?

· Who would decide whether those qualifications have been met?

· How would the system scale across all accredited registrars?  Would users have to authenticate on a registrar-by-registrar bases?  Could they authenticate with a central authority?

· What would be the costs of such a system and who would pay?

· What data would be available in the top tier?  At least as much as is currently publicly available?  Those credentialed to have access to the top tier should have access to more data elements than are currently available, such as billing contact information.

· An individual use list is not feasible because of the unacceptable costs and delays such a system would impose.

· Any system that requires Whois requestors to disclose their identity to registrars is unacceptable as this would fatally compromise investigations by law enforcement, consumers, and intellectual property owners.

· Further exploration of a tiered access system is required.
· Supports Task Force 2’s recommendations to strengthen compliance with the notice and consent requirements of the Registrar Accreditation Agreement (“RAA”).

· Supports recommendation to further study proxy registration services, looking specifically at the level of uptake of such services, and whether and how registrars collect and verify contact data that would be disclosed pursuant to the requirements of the RAA.

· Supports the creation of a mechanism to address the situation where registrars claim that local law prohibits them from complying with ICANN requirements, such as displaying Whois data.  Such mechanism should include the following elements:

· Registrar should promptly contact ICANN when it believe it cannot legally comply with its obligations;

· Registrar, ICANN, and local officials should work together to resolve the problem creating the impediment to full RAA compliance;

· If the conflict is legitimate, ICANN should require the registrar to tag the relevant data, notifying Whois users, and directing them to alternate sources of the information.

· ICANN should publish a public notice stating its decision not to enforce compliance with Whois requirements and its reasons for doing so.

· American Library Association (“ALA”):

· Supports recommendations on notification and consent, but Task Force 2 should make clear that requirements are void if they require registrants to waive fundamental rights like privacy and free speech, and give no alternative options other than not registering a domain name.

· Agrees with the recommendation to create a system to clear conflicts of local law and registrar obligations under the RAA.  Believes this should be expanded to include not only privacy, but freedom of speech issues, and not only local law, but also court rulings and other direct governmental orders.

· Registrars should not be forced to consult with ICANN if local law requires them not to display data.  ICANN can be informed of the result, but the registrar should not be forced to bring ICANN into the process.  ALA asks Task Force 2 to revise its document to make clear that registrars can act in their discretion to involve ICANN, but are not required to do so.

· Concerned that Task Force 2 failed to act on calls to limit collection of personal data.  Asks Task Force 2 to revisit its document to ensure that only technical operational data is collected.

· Agrees that registrants should have the ability to opt-in to the publication of personal data.

· Sensitive data should only be available pursuant to formal requests from law enforcement or through subpoena.

· Registrants must be given complete, accurate, and timely notice when their sensitive data is accessed by third parties.

· Whois requestors must provide a detailed reason for their request of sensitive Whois information.

· Technical and registrar contact information should be in the protected tier.  Only those with legal process to obtain more information should have access to it.

· Recommends a system for reviewing domain names which are sought to be cancelled for failure to provide accurate information.  If those sites fulfill free speech or other fundamental human rights purposes, (after review by a panel consisting of members of public interest organizations) then they should not be cancelled simply because they have inaccurate contact information. 

· IP Justice (posting appears on the Task Force 3 mailing list):

· Agrees with the Task Force 2 report which recognizes that current ICANN requirements force registrars and registries to violate national privacy and freedom of expression laws.

· Because it purports to engage in Internet-governance, ICANN should be held to the same standard as any government, it should not hide behind its corporate status to avoid providing due process protections in the administration of domain names.

· Agrees with Task Force 2 that disclosures of Whois personal data should only be made with consent of the registrant.

July 6, 2004
· Electronic Frontier Foundation (“EFF”):

· EFF is a member supported non-profit organization devoted to protecting civil liberties in the digital environment, with over 12,000 dues-paying members and 50,000 mailing list subscribers.

· Domain names can be more stable identifiers, and more memorable.  Registering a domain name may give registrants more control, rather than relying on the privacy policies of third party companies, which may change over time.

· Hosted services may enable pseudonyms, but those systems provide less stability than direct domain name registration.

· Offers Re-Code.com situation as example of proxy registration not actually protecting registrant identity.  The Re-Code.com registrant was identified as soon as its conduct was challenged, without any determination that the challenger had a legal cause of action.

· Appears to support the tiered access system, and a requirement that Whois requestors identify themselves and the purposes for requesting the data, to registrants, at the time of the request.

· Registrants must have timely access to requestors’ information.  Though there may be legitimate law enforcement reasons not to notify registrants, that exception should not swallow the rule.

· Authentication of Whois requestors must be on a per-use basis, rather than through a credentialed system.  An IP attorney who requests information about a specific domain name, has not shown a need to have access to information on unrelated domain names.

· DNS Whois is less helpful than many claim in solving technical or law enforcement problems.  In addition, a privacy-protecting DNS Whois service will be more accurate if users don’t have to resort to deliberate falsifications to protect privacy.

· If civil or criminal law enforcement can show a domain name is being used illegally, it can get an order to change or terminate DNS resolution, even if the identity of the registrant has not yet been identified.

· The task force recommendations to remove sensitive data from public display and require authentication of purpose for Whois requestors is an important first step, but only the beginning.

· ICANN should limit Whois data collected to nameserver information and limited technical contact information (e.g., an email address).

· Registrars should be allowed to determine, within the marketplace, whether they should collect additional information without displaying it publicly.

· Australian Government (posting appears on Task Force 3 mailing list):

· Notes that privacy is an individual right and bulk access to Whois data can be misused.

· Urges GNSO and GAC members to adopt specific policies:

· Limit public disclosure of personal information (address, telephone, fax);

· Introduce tiered access, and explore technical solutions to improving Port 43 access;

· Facilitate Cross-border access to TLD data for law enforcement and consumer protection; and

· Amend the RAA with respect to collection and display information with the goal of achieving international “privacy” best practices.

· No empirical data suggesting that there is widespread inaccuracy in the Whois database.  However, if it is allowed to become widely inaccurate, it will lead to decreased confidence in the Internet as a whole.

· Bulk access of Whois data is inconsistent with the original purpose of Whois.

· Whois policy in the gTLD space should maintain the integrity of personal data in accordance with its intended purpose.

· All Whois data (administrative and technical) should be correctly maintained and published to ensure the stability of the Internet.  The approach should be balanced between benefits to individuals and to the Internet as a whole, but in a way consistent with national law.

· It is not necessary for all personal data to be published or made available to every inquiry.  In addition, its availability should not be negotiated for uses beyond its intended use.  Therefore, it is more practical not to disclose the following information:

· street address;

· telephone number

· fax number;

· creation date of Whois records
